Fekete Istvan

Otthoni haldzat és kiszolgald rendszerek - rovid bemutaté.

Az otthoni rendszerben a router feladatait egy pfsense (FreeBSD) rendszer(i kiszolgald latja el, amely az integralt
Ethernet porton (amely a rendszer wan oldali interface, PPoE kapcsolattal) kiviil a kovetkez6 Ethernet kartyakkal

rendelkezik:

- 2darab HP 331T 4x1 Gigabit switch kdrtya (bridge-be 6sszevonva, a bels6 vezetékes kliensek szamara)

- 1darab Intel 82574L kartya (a Wifi AP kiszolgalasara)

- 1 darab Dual-portos Intel 82576 halékartya, amely a router oldali LAGG Interface (a haldzatot kiszolgald
szerver tipusazonos Ethernet kartyaval rendelkezik, parban bonding technoldgidval javitjdk a maximalisan

elérhetG adatatvitel sebességét)

System pfSense
Serial: CZC5361P4L
Netgate Device ID: 3cb046be81bc5b1d9819
BIOS Vendor: Hewlett-Packard
Version: L01 v02.75
Release Date: Fri May 4 2018
Version 2.4.4-RELEASE-p3 (amd64)
built on Wed May 15 18:53:44 EDT 2019
FreeBSD 11.2-RELEASE-p10
The system is on the latest version
Version information updated at Wed Sep 11 11:06:35 CEST 2019
%
CPU Type Intel(R) Core(TM) i5-4590 CPU @ 3.30GHz
Current: 800 MHz, Max: 3301 MHz
4 CPUs: 1 package(s) x 4 core(s)
AES-NI CPU Crypto: Yes (active)
Hardwarecrypto  AES-CBC,AES-XTS,AES-GCM,AES-ICM
Kernel PTI Enabled
Uptime 9 Days 16 Hours 51 Minutes 55 Seconds

Current date/time  Wed Sep 11 11:07:09 CEST 2019

B8 wAN A Uptime: 2d 16:51:20 185.62.129.146
& SWO1 © none n/a

33 SW02 4 100baseTX <full-duplex> n/a

& SW03 © none n/a

#8a SW04 © none n/a
aswil © none n/a

a2 SW12 A 10baseT/UTP <full-duplex> n/a
#aSW13 © none n/a
@asSW14 © none n/a

%3 FEKLANDSERVER_PORT A autoselect n/a

&%3 LANALLPORT * 192.168.12.1
&% WIFI_AP A 1000baseT <full-duplex> n/a

&% WIFI_VENDEG 4 1000baseT <full-duplex> 192.168.13.1

1. dbra Router Dashboard

®|
5yncpeer 224.0.0.240 maxupd: 128 defer: on

Taggo: flags:BQGd.l) BROADCAST , RUNNING, PROMISC, STMPLEX, MULTICAST> metric @ mtu 1500
onS=A00bBVLAN_MTU, VLAN_HWT AGGENG, JUMBO_MTU, VLAN_HWCSUM, VLAN_HATS0>
eﬂwr 6czb3: 11-1b=T7:d2
inets fego::6eb3:11ff:felb: 'f7dZslagg() prehxlen 64 scopeid Ox11
nd6_options=21- AUTO_LINKLOC
media: Ethernet autoselect
status: active
groups: lagg sw_local
Tagghash 12,13,14
1gbo ﬂags-lc<nmvE COLLECTING, DI STRIBUTING>
Taggport- igbl Flags=1C<ACTIVE, COLLECTING, DISTRIBUITNG>
2 11lags=B8943<UP, BROADCAST , RUNNING, PROMI SC, SIMPLEX, MULTICAST> metric O mtu 1500
-63:20:1¢
=211 :fe63:a01c%eml .13 prefixlen 64 scopeid 0x12

68.13.1 netmask Oxffffffeo broadcast 192.168.13.31

nd6_opti ons=21<PERFORMNUD, AUTO_LTNKLOCAL>

mediaz Ethernet awrtoselect (1000baseT <full-duplex>)

status: active

vlan: 13 vlanpcp: © parent interface: eml

groups: vian
: 1lags=89d1<UP, POINTOPOLNT , RUNNING, NOARP, PROML SC, SIMPLEX, MULTICAST> metric O mtu 1492

inet 165.62.129.146 --> 10.0.0.1 netmask OxtHififif

inet6 f dagd:671f: fe2d:1eaBupppoed prefixlen 64 scopeid 0x13

inet6 feBo::21b:211f:fe63:a91chpppoed prefixlen 64 scopeid 0x13

LINKLOCAL>

ndé 1at
bridgel: flags
@
inet 192.168.12.1 net-asl( oxt {80 broadcast 192.168.12.127
<PERFORMNUD>

nd6 options=1-
groups: bridge sw local

1d 00:00:00:00:00:00 priority 32768 hellotime 2 fuddelay 15
maxage 20 holdcnt 6 proto rstp maxaddr 2000 timeout 1200
root id 00:00:00:00:00:00 priority 32768 ifcost © port ©
member: eml flags=143<L EARNING, DISCOVER, AUFOEDGE, AUTOPTP>
1f-axaddr o port 6 priority 128 path cost 55
43<L EARNING, DESCOVER, AUTOEDGE,

member: AUTOPTP>
1f-axaddr o p«rt 17 prlorlty 128 path cost 2000080
member: bge7 flage=143< EARNING, DI AUTOEDGE, AUTOPTP>

ifmaxaddr © port 12 prmnty 128 path cost 55
= bge6 lags=143<LEARNING, DISCOVER, AUTOEDGE, AUTOPTP>
ifmaxaddr © port 11 prl.orlty 128 path cost 55
: bgeS flags=1- NG, DISCOVER, AUTOEDGE, AUTOPTP>
1fmaxaddr o pﬂrt 10 priority 128 path cost 55

member: bgea Flags=143< EARNING, DESCOVER, AUTOEDGE, AUTOPTP>
f-axaddr n port 9 prmnty 128 path cost 55

3 fl 43<LEARNING, AUTOEDGE,

AUTOPTP>
ifmaxaddr o port 4 prmmty 128 pau| cost 55

= bge2 flags=143< EARNING, DISCOVER, SUTOEDGE, AUTOPTP>
ifmaxaddr © port 3 prlorlty 128 path cost 55

= bgel flags=143<LEARNING, DISCOVER, AUTOEDGE, AUTOPTP>
ifmaxaddr 0 port 2 priority 128 path cost 55

= +1ags=143<L EARNING, DT SCOVER, AUTOEDGE, AUTOPTP>
1fmaxaddr © port 1 priority 128 path cost 55

ﬂaqsdatﬁlalz,mmmm.mm.uncnsb metric © mtu 1500

0p11ons=BODO0<LINKST |

inet6 fego::dagd: o—lﬂ fe2d:1eaB%ovpnsl prefixlen 64 scopeid @x15

inet 192.168.14.1 --> 192.168.14.2 netmask oxffffffeo

nd6 opti ons=21<PERFORMNUD, AUTO_LTNKLOCAL>

ovpnsl:

ovpnc2: §lags=B051<UP, POINTOPOTNT , RUNNING, MULTICAST> metric O mtu 1500

opta ons=BO0D0LTNKSTATE>

inet6 feso::dagd:-6711:fe2d:1eatsovpnc2 prefixlen 64 scopeid 0x16
op ms;umn AUTO_LTNKLOCAL>

groups: tun_open

[y mmm@-m, el froot: 0

feke@fekland: - 237x68

2. dbra Router oldali interface lista
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A vezeték nélkili klienseket egy TP-Link EAP245 tipusu Acces Point szolgdlja ki:

Monitoring Mana

AP SSID Client
ID SSID VLAN ID cITi‘;t:t's Brosfc:'c)ast Band Security Portal F“:"e':icng
1 imp2 0 0 Enabled 2.4GHz WPA-Enterprise  Disabled Disabled
2 imp2_vendeg 13 0 Enabled 2.4GHz None Disabled Disabled
3 imp-mirecast 0 1 Enabled 2.4GHz WPA-PSK Disabled Disabled
4 impS 0 1 Enabled SGHz WPA-Enterprise  Disabled Disabled
5 impS_vendeg 13 0 Enabled S5GHz None Disabled Disabled

3. dbra AP SSID List

Fekete Istvan

Isolation Down (Byte) Up (Byte)

Disabled 2741039k 91084k
Enabled 1526k 54k
Disabled 164560k 24404k
Disabled 35066642k 14922501k
Enabled 21k 0

A belsé felhasznaldk wifi elérése FreeRadius segitségével, a kozponti Ldap kiszolgaldn felvett felhasznaldi adatok és a

meghatdarozott csoport tagsag alapjan torténik:

View FreeRADIUS Configuration Files

@radlusdvconf @eap @sql @clients.conf @users @macs @vinual-sewer-default'

/usr/local/etc/raddb/mods-enabled/1ldap

ldap {
server = "ldap.fekland.dlinkddns.com"
port = "389"
identity = "cn= ,dc=1dap, dc=fekland, dc=dlinkddns, dc=com"
password = ' !
base_dn = "ou=People, dc=1dap, dc=fekland, dc=dlinkddns, dc=com"
user {

base_dn = "${..base_dn}"
filter = "(uid=%{%{Stripped-User-Name}: -%{User-Name}})"
### access_attr = "dialupAccess" ###

}
group {
base_dn = "${..base_dn}"
filter = '(objectClass=posixGroup)'
name_attribute = cn
membership_filter = "ou=group,dc=1dap, dc=fekland, dc=dlinkddns, dc=com"
membership_attribute = wifi
compare_check_items = yes
do_xlat = yes
access_attr_used_for_allow = yes
profile {

4. dbra FreeRadius — Ldap

A vendég felhasznaldk a vezeték nélkili haldzatot az el6re generdlt Voucher kdéddal hasznalhatjak a haldézatba vald
bejelentkezés utan (elszeparalt Vlan-ba érkeznek, a belsé szolgdltatdsokat és egymdst ezek a kliensek nem érik el)

Status / Captive Portal / wifi_vendeg/ Voucher Rolls

Active Users Active Vouchers Voucher Rolls Test Vouchers Expire Vouchers

Roll# Minutes/Ticket # of Tickets Comment used

1 240 30 6

5. dbra guest wifi - voucher
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Fekete Istvan

A haldzat kilsé elérése OpenVPN hasznalatdval valdsithatd meg, amely az elére generalt tandsitvanyon kiviil a
felhasznald azonositasat is megkoveteli (Ldap-ban rogzitett felhasznaldi név és jelszo, valamint megfelelS csoport
tagsag szlikséges):

VPN / OpenVPN/ Servers Ll B @

Servers Clients Client Specific Overrides Wizards Client Export Shared Key Export

OpenVPN Servers
Interface Protocol / Port Tunnel Network Crypto Description Actions

WAN uDP4 /1194 192.168.14.0/27 Crypto: AES-256-CBC/SHA256 Fekland VPN (tun) S
D-H Params: 2048 bits

6. dbra OpenVPN

A router ezen kivil PXE kiszolgaloként is m(ikodik a lokalis halézaton:

MemtestB6-5.01
Hindows PY editor
GParted

Fartition Wizard 9
Debian 9.9 Live
Zorin-05-1Z.4
Grml-Full
TinyCorelPlus

Hiren Boot XP

Hiren Boot PE

Hindows 10 =64 Live
Macrium 7.2

Hindows 100 (1809) installer
Dos

7. dbra PXE Menu
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Fekete Istvan

A haldzati szolgaltatasokat nyujto szerver Debian 9.11 (strech) operaciods rendszert futtat, amely a routerrel az 1
darab Dual-port Intel 82576 Gigabit Ethernet haldkartyaval kommunikal, mint a server oldali LAGG Interface része:

®| root@fekland: /home/fekc 237x68

Bonding Mede: IEEE 802.3ad Dynamic link aggregation
Transmt Hash Policy: layer2 (0}

MIT Status: up

MII Polling Interval (ms}: 100

Up Delay (ms): 200

Down Delay (ms): 200

802.3ad info
LA rate: slow
Min links: 0
Aggregator selection policy (ad select}: stable
System priority: 65535
System MAC address: Go:b3:11:1bzff:54
Active Aggregator Info:
Aggregator 1Dz 1
ramber of ports: 2
Actor Key: 9
Partner Key: 555
Partner Mac Address: 6c:b3:11:1b:f7:d2

slave Interface: enp3sofo
I itus :

up
= 1000 Mbps
puplex= full
Link Failure Count: @
Permanent HW addr: 6c:b3:11:1b:ff:54
Slave queue ID: 0
Aggregator ID: 1
Actor Churn State: none
Partner churn State: none
Actor Churned Count: @
Partner Churned Count: @
details actor lacp pdu:
system priority: 65535
system mac address: 6c:b3:11:1b:ffz54
port key: 9
port priority: 255
port r: 1
port state: 61
details partner lacp pdu:
system priority: 32768
system mac address: 6c:b3:11:1b:f7:d2

: 555
port priority: 32768

port number: 8
port state: 61

Slave Interface: enp3sofl
M tus: up

Speed: 1000 Mbps
puplex: full
Link Failure Count: @
Permanent MW addr: 6c:b3:11:1b:ff:S5
Slave queue ID: O
Aggregator 1Dz 1
Actor Churn State: none
Partner churn State: none
Actor Churned Count: @
partner Churned Count: @
details actor lacp pduz
system priority: 65535
system mac_address: Gc:b3:11:1b:ff:54
port priority: 255
port r: 2
port state: 61
details partner lacp pdu:

8. dbra server Bond interface
Szerveren futd szolgaltatasok 0sszesitése:

- Apache2 a webes eléréshez (a belsé rendszereket Reverse Proxy segitségével szolgalja ki)
- APCu (User Cache) + Redis a webes elérések gyorsitasara

- Levelez6 kiszolgald (Postfix) valamit temészetesen SSH szerver is elérhetd

- Samba a helyi file megosztas kiszolgdlasara, OwnCloudX, a webes tarhely kiszolgdlasara

- Transmission, WordPress blog kiszolgald

- 1 darab virtualizacidban futé Debian 9.11, amely Ldap cimtar szolgaltat

- 1 darab virtualizaciéban futé Ubuntu 16.04, amely a Zimbra levelezd rendszert szolgaltatja
- MiniDNLA a helyi halézat média dllomanyok megosztasara

Media library

Audio files | 5632
Video files | 4529
Image files | 12376

Connected clients

D ‘ Type ‘
0 ‘ Generic UPnP 1.0 ‘
1 ‘ Generic UPnP 1.0 ‘ 192.168.12.65

HW Address

192.168.12.22 | 00:24:8C:94:TA:86

192.168.12.26 | 1C:CB:99:EC:FA:2E

2 ‘BubbleUPnP
3 ‘Un.knov.n

0 connections currently open

127.00.1

00:1C:C0:A3:25:5E ‘ 0

FE:FF.FF.FF.FF.FF

9. dbra MiniDNLA statusz
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A rendszer monitorozasat és a riasztasok kezelését Munin felligyeleti szoftver szolgaltatja:

Apache volume - by day 2 Apache volume - by week ]
1000 k e T : 600k - : . : 3
900k - 3 4
e 500k - ]
2 800k - 1 =
g 700k: © Z[[ 8 aook- :
» 600k - ! o ]
500k o 300k-
a o
o 400k - 1 o ool
300k - 3 i
5w H
200k - § 100k -
100k - 1
Wed 06:00 Wed12:00 ~ Wed 18:00 Thu 00:00 Thu06:00  Thu12:00 2 04 Sep 05 Sep 06Sep 07Sep 08Sep " 09 Sep 10 Sep T Sep ik Sep
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
W port 443 103. 60k 536.58 50. 44k 924. 28k W port 443 196. 47k 193.94 32.59 924. 28k
W port 80 -nan -nan -nan -nan W port 80 -nan -nan =nan =nan
Last update: Thu Sep 12 13:10:02 2019 Last update: Thu Sep 12 13:00:02 2019
Apache volume - by month Apache volume - by year
12M ' ' ' 20M - A S
11M - 18M -
5 koM - 1M
2 o09M- 2 o
§ 0.8M - ‘ § 14M - :
w 07M- 5|l @ 12M- n
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o 05M- o~ 08M-
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01M- 0.2M -
0.0 " 0.0 ! o r v ? d
Week 33 Week 34 Week 35 Week 36 Week 37 October 2018 January 2019 April 2019 July 2019
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
W port 443 15.72k 151.31 41. 68k 6. 60M W port 443 S1. 44k 65.07 90. 93k 410.14M
® port 80 -nan -nan -nan -nan ® port 80 -nan -nan -nan -nan
Last update: Thu Sep 12 12:00:02 2019 Last update: Thu Sep 12 02:00:03 2019
10. dbra Monitor — Apache
HDD temperature - by day " HDD temperature - by week
50 - 5 . v , . 50 ¢ v ‘ ' : '
48 - LS
46 I8
] ]
32 44 - - a2
= HH ,?“] A I
[} 42 - : o
= W rmoennone =
5 oo 1 =
o o
g 3 [ -
o o
34 - 34 -
32 32 -
30 v v T v ' v ' v T 30 v v v v v v v v
Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00 Thu 06:00 Thu 12:00 04Sep 05Sep 06Sep 07Sep 08Sep 09Sep 10Sep 1lSep 12Sep
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
W sda 42.00 41.00 41.65 44.00 u sda 42.33 41. 00 42.66 44.00
u sdb 41. 00 41.00 41.37 43.00 m sdb 41.00 41. 00 42.27 44.00
® sdc 41.00 40.00 40.85 41.95 ® sdc 41.00 40. 00 41.66 43.95
¥ sdd 41. 00 41.00 41.00 41.00 " sdd 41. 00 41. 00 41.95 43.00
Last update: Thu Sep 12 13:15:14 2019 Last update: Thu Sep 12 13:00:14 2019
HDD temperature - by month HDD temperature - by year
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49 -
"
&
4 - +
3 [} 2
o o
" 3
o o
o o
C i<
o o
o o
(=] o
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Week 33 Week 34 Week 35 Week 36 Week 37 October 2018 January 2019 April 2019 July 2019
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
u sda 42.96 41.00 44.93 48.00 W sda 41.39 35.00 41. 44 49.00
u sdb 42.12 41.00 44.66 47.00 m sdb 41.16 34.00 41.21 48.00
u sdc 41.00 40.00 44.16 47.00 ® sdc 40.79 35. 00 40.35 48. 00
¥ sdd 41.00 41.00 44.31 47.00 " sdd 41.00 34.00 40.69 47.94
Last update: Thu Sep 12 12:00:14 2019 Last update: Thu Sep 12 02:00:15 2019

11. dbra Monitor - HDD temp
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MySQL queries - by day MySQL queries - by week
24k 12k
2'2 K 11k
20k 10k
2 ask e
= 16k S 4
L 14k 7] 0.7k
=
a2k > 06k
2 10k 2 05k
=
S o8k & 04k
= El
(=r 0.6k o 0.3k
0.4k 0.2k
0.2k 01k
0.0 0.0
Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00 Thu 06:00 Thu 12:00 04Sep 05Sep 06Sep 07Sep 08Sep 09Sep 10Sep 1lSep 12Sep
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
W select 46.82 4.17 100.71 1. 49k B select 326.65 509. 04m 54.99 1.49k
B cache_hits 42.35 4.15 59.06 1.03k W update 4.91 3.32m 1.91 436. 47
¥ replace 0.00 0.00 0.00 0.00 ® delete 90.07m 0.00 35.03m 31.14
delete 16.53m 0.00 174.87m 31.14 insert 2.62 0.00 176.09m 128.18
B insert 208. 00m 0.00 864. 24m 128.18 B replace 0.00 0.00 0.00 0.00
B update 628.13m 3.32m 10.31 436. 47 B cache_hits 269.13 485. 65m 45.48 1.03k
W total 90. 02 8.33 1.12 2.35k B total 603. 41 1.01 102. 60 .67k
Last update: Thu Sep 12 13:15:12 2019 Last update: Thu Sep 12 13:00:13 2019
MySQL queries - by month MySQL queries - by year
900 400 1
800
- 700 o
c c
S 600 S
o o
@ 500 0
-~ -~
58 4o 3
= =
o 300 o
3 3
T 200 b
100
0 r
Week 33 Week 34 Week 35 Week 36 Week 37 October 2018 January 2019 April 2019 July 2019
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
® delete 2.35 0.00 30. 22m 81.53 B update 379.37m 0.00 1.56 232.69
W cache_hits 50. 09 26. 80m 44.92 707.20 W cache_hits 56.61 24.78m 27.10 2.65k
¥ update 153. 09 0.00 643.33m 436.47 ® replace 0.00 0.00 0.00 0.00
insert 12. 46 0.00 68.78m 128.18 insert 71.76m 0.00 83.07m 64.22
B select 599.66 33. 60m 49.53 1.49%k B delete 15. 45m 0.00 71. 08m 166.88
B replace 0.00 0.00 0.00 0.00 W select 61.68 32.92m 30.01 3. 48k
B total 817.66 60. 40m 95.19 .79 W total 118.75 58.01m 58.81 .24k
Last update: Thu Sep 12 12:00:12 2019 Last update: Thu Sep 12 02:00:13 2019
12. dbra Monitor — MySQL
UPS Misc - micropower@localhost - by day UPS Misc - micropower@localhost - by week
100 100
20 20
80 80
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60 60
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40 40
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20 20
A j-— ron maml by W T A
10 g 10 ;
o 0
Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00 Thu 06:00 Thu 12:00 04Sep 05Sep 06Sep 07Sep 08Sep 09Sep 10Sep 1lSep 12Sep
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
B input freq - Hz 49.99 49.60 49.92 50.09 B runtime - min 0.00 0.00 0.00 0.00
® temp - C -nan -nan -nan -nan W batt voltage - V 27.20 27.20 27.20 27.40
® load - % 12.00 11.07 12.14 18.91 ® input freq - Hz 49.98 49. 60 49.95 50.10
charge - % 100. 00 100. 00 100. 00 100. 00 temp - C -nan -nan -nan -nan
W batt voltage - V 27.20 27.20 27.22 27.40 W load - % 12.00 8.28 12.02 18.91
B runtime - min 0.00 0.00 0.00 0.00 W charge - % 100. 00 100. 00 100. 00 100. 00
Last update: Thu Sep 12 13:15:21 2019 Last update: Thu Sep 12 13:00:21 2019
UPS Misc - micropower@localhost - by month UPS Misc - micropower@localhost - by year
100 100
20 20
80 80
70 70
60 60
50 50
40 40
30 30
20 20
10 A i 10 ~ T TR
o [} r
Week 33 Week 34 Week 35 Week 36 Week 37 October 2018 January 2019 April 2019 July 2019
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
W charge - % 100. 00 100. 00 100. 00 100. 00 ® load - % 11.96 6.00 10.85 19.39
W temp - C -nan -nan -nan -nan W batt voltage - V 27.22 26.90 27.19 27.40
® batt voltage - V 27.20 27.10 27.20 27.40 ® temp - C -nan -nan -nan -nan
runtime - min 0.00 0.00 0.00 0.00 runtime - min 0.00 0.00 0.00 0.00
W load - % 12.53 8.17 12.31 19.00 W charge - % 100. 00 100. 00 100. 00 100. 00
W input freq - Hz 49.94 49.60 49.95 50.10 B input freq - Hz 49.91 49. 60 49.95 50.10
Last update: Thu Sep 12 12:00:21 2019 Last update: Thu Sep 12 02:00: 22 2019

13. dbra Monitor — UPS
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